Biometric based Intelligent Industrial Devices Control using Raspberry Pi

This project describes a new economical solution of biometric based industrial devices control system using Raspberry Pi processor. The project mainly aims in designing a completely automated security access system for industrial applications. Security is the bigger concern for an individual or a firm. Recognizing the need of security we developed an automated security access system with user friendly access using finger print sensor module.  

The Raspberry Pi is a credit-card-sized single-board computer developed in the UK by the Raspberry Pi Foundation. The Raspberry Pi has a Broadcom BCM2835 system on a chip (SoC),ARM1176JZF-S which includes an  700 MHz processor, Video Core IV GPU, and was originally shipped with 256 megabytes of RAM, later upgraded to 512 MB. It does not include a built-in hard disk or solid-state drive, but uses an SD card for booting and long-term storage. 
The sensor is a solid-state fingerprint sensor that reliably captures fingerprint information. It is designed to integrate into devices for improved security and convenience. The sensor provides a reliable, quick and user-friendly alternative to passwords, PIN's and other forms of user authentication.

We make use of this device to construct an automatic security access control system. The decisions like switching ON or OFF the industrial devices are taken by an onboard computer Raspberry Pi processor to which the finger print module is interfaced. The devices of the house/industry form the output module and are interfaced to the same onboard computer.    
This control system consists of Raspberry Pi processor which acts as Control Unit, finger print module, and Relays for device switching. The Raspberry Pi processor takes input from the finger print module and processes this information to control the devices using switches ON/OFF with appropriate relays. When any unauthorized finger print was detected the system alerts using buzzer alarm.
 The intelligent control software, which has been developed using Embedded Linux programming used to switch from one electrical device to another. The devices were fully controlled by the finger print access only and were done by the control circuit with help of the relays.
Features:
1. Easily switch from one electrical device to another.

2. simple and reliable

3. Embedded Linux programming

4. Low power consumption 

5. Easily operable

6. Highly efficient design

The project provides exposure to following technologies:
1. Interfacing fingerprint module to Raspberry pi processor.

2. Electromagnetic Relay switching principles.

3. Interfacing of Relay board to Raspberry pi processor.

4. Embedded Linux programming.

The major building blocks of the project are:

1. Power Supply.

2. Raspberry pi processor.

3. 4-Relay board with driver.

4. Finger print module.

Software’s used:

1. Embedded Linux programming.

2. Express SCH for Circuit design.

Block Diagram:
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